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Cisco Secure Access felépitése az SSE architektura f6 elemei.

Cisco Secure Access ,,csomagok”

Hagyomanyos RA VPN hasznalatanak hatranyai.

Cisco Secure Access hozzaférési modok (VTI, RAVPN, ZTNA) high level ismertetése.

Cisco Secure Access kornyezet bemutatasa, RAVPN és ZTNA elérés konfiguralasa (DEMO).



Secure Access attekintés
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Secure Access ,,csomagok”

Secure Private Access (SPA) Secure Internet Access (SIA)
N\

Hozzaférési tipus Magan haldzatok elérése. Nyilvanos internethez és SaaS alkalmazasok
elérése.
Felhasznalasi tertlet | Vallalati belsé alkalmazasok. Publikus cloud és internet elérés

Biztonsag Biztonsdgos internet kapcsolat, DNS alapu
védelem.

Védelmi funkcok Felhasznald és eszkoz hitelesités, belsdé | Webbiztonsag, internet forgalom ellenérzése,
alkalmazasokhoz a hozzaférés felligyelete. | tartalomszdrés.

Skalazhatdsag Véllalati szintl, akdr nagy méretld belsé | Nagymértékben skaldzhatd, minden internet
halézatokhoz is. alapu hozzaféréshez
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Hagyomanyos Remote Access VPN

Teljesitmény és késleltetés
* Sebesség problémak
* Tulterhelt VPN koncentratorok

@)
Remote
User

Komplex konfiguracié és karbantartas
*Bonyolult beallitas

*T(izfal- és halozati beallitasok kezelése
*Frissitések és hibajavitasok

Biztonsagi kockazatok

Distributed
Datacenters

AARE

Fragmented Security

Dy —

Stack & Policies

Skalazhatodsagi problémak
Novekvo felhasznaldi bazis kezelése
Teljesitmény

- ArRiseeysecure Access VPNaaS szolgaltatas ezekre a kihivasokra ad megoldast!

* Tamadasi fellilet névekedése
* Atfog6 hozzaférés

Techtoriod

Cisco

Koltség

» NOvekvé hardver és szoftver koltségek

* Karbantartasi koltségek
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Secure Private és Internet hozzaférés (VPN kliens)

Public Applications

Private Applications

Device
Posture
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Cisco Secure Access

Breakout (unmonitored internet and trusted SaaS)
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Secure Private Access (Client-based ZTNA)

\
1
1
- i
1
1
1
Appl.demo.com =] 1
1
1
All ports and protocols /
p e A AN B ”
1 1
| i El zlﬁ ———————— ~
App2.demo.com _’E Device i_> 4 E
1
1 Sl.ll\:l)xrt Posture E Services L5 1
\, and Health ¢ i
_____________________ Router Firewall = 1
Optional 1
1
POPs in Public Cloud 1
1
1
DC/Colo/ 1
Branch 1
\ 4

Techtoriod

Cisco



DEMO

ISE:172.16.117.150 DNS forwarder
Cisco Secure Access

B
3

Szerver:172.16.117.226
(AD, DNS)

RA VPN kliens IP tartomany:
192.168.100.0/24
Menedzsment IP tartomany:

10.1.100.0/24

Cisco Secure
Access tenant

(]

s

RA VPN
&
ZTNA Client




nsee  Secure Access

e Secure Access
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Expesience
Insignts

Experience o
Insights Experience
Insights

-

Connect

-

Connect

-

Resources Resources

Workfows

Workflows

‘Workflows

Users and Groups |

VPN connection events ZTNA authorization events

99% Decrease {last 24 hours)

0 - 100% Decrease flast 24 hours)

B —» VPN connection events  [@)] — ZTNA authorization events

Private resources [ Last 2 Hours
Applications accessed
g irast 24 nours)

Allowed Blocked

100% Decrease (last 24 hours)

13 . 100% Decrease j=st2a 0wy )

Unique user identities accessed

4 Mo change flast 24 hours)

Top 5 Users created requests

3682

13

10

39% demo-dns

83% user1 (user1@acesec.hu)

100% Deleted identity

Aetivity Search

B —» Alowed [ —e Blocked

VPN resources accessed Client-based ZTNA Clientless ZTNA

12 o 100% Decrease {last 24 hours) O - 100% Decrease (last 24 hours) 1

B —ven —= Client-based ZTNA [ — Clientless ZTHA

Top 3 resources accessed

1

98% ise-admin-panel




Elozetesen felvett beallitasok

Network Tunnel Groups

Radius szerver és szerver group
Felhasznaldk

Registered Networks

SSO authentikacid



Components

Encryption

Hashing
DH Group

Authentication

Protocol

Total Child SAs
Supported

Lifetime

Perfect Forward
Secrecy (PFS)

IKEv2 (Phase )
(no IKEv1 support)

AES-256-16 (GCM),
AES-256-8 (GCM),

AES-128-16 (GCM),
AES-128-8 (GCM),

AES-128(CBC), AES-
256(CBC)

SHA256, SHA
20,19,15 14

Pre-Shared Key
(PSK)

N/A

N/A

Based on client
settings

(IKE default is 4 hours)

N/A

ESP (Phase II)

AES-256-16(GCM), AES-128-16(GCM),
AES-256(CBC), AES-128(CBC),

NULL(GCM) - AES-256 GMAC, NULL(GCM) - AES-192
GMAC, NULL(GCM) - AES-128 GMAC

NULL(CBC)
SHA256, SHA1
20,19, 15,14

N/A

ESP in UDP (NAT-T) (Port - UDP 4500)

1

Based on client settings

(Child SA default is one hour)

Allowed

(Ciphers configured with both PFS and non-PFS.)
Note: If the remote end prefers to negotiate PFS, it has
to set the child rekey timer lower than the head end

and/or allow both PFS and non-PFS.

Reason: CNHE prefers non-PFS. We configured both,
but if the other side wants PFS, we can negotiate.

tunnel group overlaps with other IP address spaces in your network. When selected, private applications behind these tunnels

is tunnel group.

by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

DPD Timeouts

- IP fragmentation

IKE Fragmentation
(RFC 7383)

Extended Sequence
Number (ESN)

]

30 seconds N/A

(back_off = 2,
retransmit timeout = 2,
retries = 5)

(Maximum DPD
timeout = 156

seconds)
Not supported Not supported

Enabled N/A

N/A Allowed and preferred




< Edit server 7 < Edit group
Ed = _
¥ -l Secure Access

Servel - & Users and Groups

- =
s Configuration Management \r/

For more information about connecting your users, see our documentation. Help™

dem:

IP Add Home ) ) )
Configurations  Advanced Settings

o)

Experience )

Insights Prowsmnlng Add users and groups to Secure Access through a supported IdP. HelpC [ Provision users and groups ]
= Current AD user configurations include the following

» ¢

o Connect Others P the i
Hon - '\ ) e
Resouces Manually Added ‘

(9
Experi (
Insig Secure
SSO authentication Connect to any SAML and supported IdP to configure SSO authentication. HelpC'
P Current SSO authentications include the fallowina
a s
Conn pretick . '\\ SWG, Zero Trust (Browser-based and Client-based)
= 2 \ My SAML Configuration ~ © Enabled o
Resou Admin
SAML configuration details Test Configuration Delete
. 33
sup)

Workflows o

Duo S¢

ecurity

P Sur

@  Internal Network bypass 0

‘) Enabled




DEMO
RA VPN és ZTNA hozzaférés beallitas



Cisco Secure Access Identity Services Engine
2 dashboard.sse.cisco.com/org/8278241/overview

csco. Secure Access

Overview

The Overview dashboard displays status, usage, and health metrics for your organization. Use this information to address security threats and monitor system usage. Help 7

Connec

Network tunnel groups 1 total Resource connector groups o tota

: 1 connected 0 connected
Connect

Data Transfer @ | Last2aHous

TOTAL USAGE

data - delayed up t

2.01 MB Total traffic : Branch

176.55 Decrease (last 24

MB hours) Browser-based ZTA
Client-based ZTA

29.34 KB Received

17.70 MB ™ Decrease (last 24 hours) RAVPN

Workflows 1.98 MB sent
158.85 Decrease (last 24 0.0 Select All
MB hours)

Security | Last 24 Hours

Security Activity  Top Security Categories  File Retrospective

Access Events

Requests Blocks
3761 - 68%Decrease (ast24hours) () ~ 100% Decrease (last 24 hours)




Mi torténik a kliensen ezutan?...

Zero Trust Access:

Zero Trust Access is active.

alul | dent naine Dashboard
=

Failed to log in 0 time (s)

admin connected from 100.112.120.1 using ssh on demo-ise
demo _se.f’admin#D

ndg



Activity Search

Q, Search by

‘ € Search filters

Response jast ZTMNA Client-based
0 Al d ¥ Advanced

okt. 2, 2024 6:33 DU

Warn Page Behavior Select Al
Allowed

[ Warned
[0 Accessed After Wam [ ]
Access details

Isolate

isolated
1 Isolat A support (support@acesec.hu)

IPS Signature
support-access
[ Log Only

[0 Would Block

) Blocked demo-iseflacesec.local

QLTI

Protocol Select Al

17236117150
O & HTTP
O HTTPS

ZTNA CLIENT-BASED
ITNA CLIENT-BASED

Event Type

Public Application

Private Applications and Networks
Destination List Europe (Central)
Any Security Category

Any Content Category

Cisco AMP Disposition is Malicious

Antivirus Disposition is Malicious

Intearation

agimoO2GNZQJOUDNnahzEcno22pLhdfTG

Endpoint details

8567103M

win 10.0.22631.4249

windows-defender

ystem

enabled

putty.exe

512e27efS4ccaca2dded62e43b7983bff7c29
ef311ce504d099253ff03ef73da

aemo-1seuUl.acesec.local r2as 17150

https:f/demo-ise0l.acesec 17216117150:443
17216.117150:443
https:fidemo-ise0l.acesec 17216.117150:443
https://demo-ise0l.acesec

demo-ise0l.acesec.local

= I8 LasT
Schedule  Export CSV

Saved Searches H Customize Columns

Results per page: 50

Destination Port Destination Country Internal IP External IP Action
B2.77.211.199 Allowed
1921681001 Allowed
1921681001 Allowed
1921681001 Allowed
62.77.211.199 Allowed
1921681001 Allowed
1921681001 Allowed
1921681001 Allowed
1921681001 Allowed
1921681001 Allowed

Allowed

wied

Allowed
Allowed
Allowed
Allowed
Allowed
Allowed

lowed
Allowed

Allowed
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